Networking technologies have recently been evolving and network applications are now expected to support flexible composition of upper-layer network services, such as security, QoS, or personal firewall. We propose a multi-platform framework called FreeNA * that extends existing applications by incorporating the services based on user definitions. This extension does not require users to modify their systems at all. Therefore, FreeNA is valuable for experimental system usage. We implemented FreeNA on both Linux and Microsoft Windows operating systems, and evaluated their functionality and performance. In this paper, we describe the design and implementation of FreeNA including details on how to insert network services into existing applications and how to create services in a multi-platform environment. We also give an example implementation of a service with SSL, a functionality comparison with relevant systems, and our performance evaluation results. The results show that FreeNA offers finer configurability, composability, and usability than other similar systems. We also show that the throughput degradation of transparent service insertion is 2% at most compared with a method of directly inserting such services into applications.
Introduction
As current network environments are rapidly evolving, network applications need to be able to support upper-layer (session/presentation/application-layer) services, such as security and QoS. However, these services often require some expertise for developing and operation of them. As a result, incorporating services into existing user systems tends to be an experimental work and incurs changes of user systems at the time of introduction of the services. Moreover, addition/deletion of functions is needed continually for some services like security, and users have to follow latest services timely and test their systems accordingly. Therefore, a scheme realizing the ease of introducing/testing services is needed in current network systems.
We focus on the core functions of many network services which are sharable by many network applications and can be offered as independent components. That is, implementation of the services can be disjoined from the core functions of the application structurally, and modification of the application is not necessary when adding/updating/deleting the services. These implementations can be applied to variety of applications, hence software assets are leveraged effectively. In order to facilitate deploying advanced network services, we have developed a multi-platform framework called FreeNA [1] , which enables services to be transparently inserted into existing applications. FreeNA hides the platform-dependent issues like API and ABI (Application Binary Interface), and also offers a unified abstraction interface to its users. That is, the users only have to select the network service to be inserted into a target application and set some parameters. This means that users can instantly validate their new network services with real applications as a test without any modification of them.
So far, many related systems are proposed for the similar purposes as in [2] - [6] , however, these systems have some restrictions on performance, platform, developer-oriented behavior, usability, and flexible service composition. Comparing with those systems, FreeNA is designed to overcome the drawbacks.
In this paper, we describe the design and implementation of FreeNA including the details on how to insert network services into existing applications, how to create services in a multi-platform environment, example implementation of a service with SSL, a functionality comparison with relevant systems, and our performance evaluation results. The result shows that FreeNA offers finer configurability, composability, and usability than other similar systems. We also show that the throughput degradation of transparent service insertion is 2% at most compared to a method of directly inserting such services into applications.
The rest of this paper is organized as follows. Section 2 discusses the related work. Section 3 gives the purposes of FreeNA and examples of network services. Section 4 presents an architectural makeup of the system. We describe its implementation in Sects. 5 and 6, and manageability in Sect. 7. We discuss the evaluation of FreeNA in Sect. 8. Section 9 is used to conclude this paper as well as to introduce some of our future challenges.
Related Work
There have been a number of proposed systems that were related to FreeNA and many of these systems hook centerpiece APIs to transparently change being sent/received data. Here, related systems are categorized by their service insertion types.
• Source code level insertion J. Zhang et al. [7] proposed an approach to introduce dynamic adaptation to legacy systems using AOP (Aspect Oriented Programming). KLASY [8] realizes AOP functions for OS kernel using Kerninst [9] . MetaSockets [2] enables adaptive services insertion for Java applications by Adaptive Java [10] .
Although these systems enable a granular program enhancement mechanism, users of these systems are largely limited to developers and can only use aspect-oriented languages that correspond to the implementation language of the application. Moreover, users must have the source code of the application. However, there are many cases when the source codes of the applications are hidden.
• Runtime System call Interposition Interposition Agents [3] trap specified system calls using a dedicated system call to alter their behaviors. DITOOLS [4] offers customized linker and loader to rebind the symbol information. TESLA [5] and Trickle [11] use a library preloading technique to inject network functions like traffic shaping. Livepatch [12] can change process images running on Linux using a BFD library and ptrace system calls.
Although these can be used without the source code of the application, their mechanisms are mostly platformdependent, and preloading technique requires troublesome tasks when inserting multiple services hierarchically (they are independent one another).
In contrast, FreeNA is designed for portable system even though FreeNA uses runtime interposition. This is achieved by separating platform-dependent parts and implementing the mechanism which can select the adequate interposition mechanism depending on the platform.
• Service Insertion with Kernel Support A x-Kernel [13] enables network protocols and their chains. Stream [14] supports composable linear connections of a module within a kernel.
Although the kernel support is efficient, these system use special interfaces with applications like UPI or TLI/XTI. Hence, there are compatibility problems with existing systems. Moreover, they are not available on Windows.
• Others Dyninst API [15] can change a process image by dynamically instrumenting/removing the code into/from the image. It is provided as an unified API regardless of ABI. Dyninst API is used by FreeNA internally.
A VTL framework [6] provides a multi-platform transparent network service insertion method, but it only supports applications running on virtual machines.
Overview of FreeNA
In this section, we refer to the purposes of FreeNA and its characteristics, and introduce some examples of network services. First, FreeNA is not a proxy server, virtual machine, API, or client libraries, but a normal program and runs with the target application on the same machine. It works as a middleware system between applications and the operating system.
Purposes
FreeNA is developed for application users with a certain level of knowledge, developers, operators, and researchers. They may introduce new features into existing systems, or customize behaviors of systems. However, these processes will require not only source code of applications, but also modification of applications.
Then, FreeNA enables users to transparently insert user codes into the application without the source code and any modification. This mechanism is useful to application users because they can modify their applications easily, and developers since networking services can be tested in actual environment independently from core logic of the application. This usage is also useful when developers can only access source codes partially and result in fewer bugs caused by modification of source codes at development time.
To achieve the mechanism of FreeNA, it is designed as providing following characteristics.
• General-purposed Framework
FreeNA can be used with many types of network applications, such as custom applications, web applications, P2P applications, mobile applications, or network control programs for various purposes.
• Programming-language Independence
FreeNA does not take into consideration what programming language is used for implementing the target application.
• Multi-platform
FreeNA is designed to work on various platforms and currently runs on both Linux and Microsoft Windows operating systems.
• User-oriented Users can select the network services being inserted by using a configuration file for the application. FreeNA offers several commands for these operations. That is, users are not required to write a program to insert a service as long as the network service component is ready.
Network Services
We suppose following network services with FreeNA.
• Compression This type of services shrink data being sent before passing them to OS and stretch them at the receiver side.
• SSL This type of services provide secure Internet communication to non-SSL-compliant applications on PKI framework. Unlike Stunnel proxy [16] , such services ensure end-to-end transparency and better performance.
• TCP multiplexing
This type of services bring multiple TCP connections together into one connection. This is effective there is an already existing TCP connection, actual throughput will be increased by using the same connection instead of establishing a new one. Especially, this method is more useful to secure connections or tunneling protocol if dedicated tools can't be used.
• Ad-hoc Traffic shaping
This type of services adjust transmission rate of data packets at user-space or control the behavior of TCP protocol by setting socket parameters like TCP MAXSEG. Therefore, users can control bandwidth utilization in an ad-hoc way without special tools.
• Stateful application-layer firewall
This type of services are different with common packet filtering based firewalls in that these services check packet content or aggregated content to inspect application-layer protocols. These services will be effective to prevent applications from buffer-overflow attacks, format string attacks, and SQL injection attacks like TCP Stream Filtering [17] . Moreover, they will enhance the security of the P2P node by inspecting suspicious contents when communicating time.
• Mobility
This type of services manage connectivity of applications by migrating sessions like TESLA, or try to reduce transmitting of packets for power consumption like MetaSockets.
The goals of FreeNA are to transparently offer the above-mentioned services to the applications running on a variety of major platforms, and to provide unified and abstract interfaces to users. Above all, the applications or kernels must not be modified at all for this purpose.
In practice, there are dedicated systems that offer one of above services such as Stunnel for SSL and compression, DummyNet [18] and Trickle for traffic controlling, and Zorp [19] for application-layer firewall. Users should use dedicated lower-layer networking tools because FreeNA only supports upper-layer protocol services (It is also possible to combine both FreeNA and other tools since FreeNA does not modify any existing systems).
However, there are benefits of using FreeNA, for example, users can use many network services in an unified way on multiple platforms, customized service for the specific application. Therefore, major advantage of FreeNA is providing mechanism to users to customize and combine services easier without special support of platforms and applications. In other words, FreeNA is a kind of application/user-oriented networking tool compared with other networking tools.
Note that, although FreeNA can support variety of network services and applications, there can be cases that some services are not practical for some types of applications. Therefore, users have to consider whether supposing services are effective to their applications.
FreeNA Architecture
FreeNA can be used to transparently insert network services into the communication path between end-applications (See Fig. 1 ). For instance, when an application (sender) transmits a packet to the receiver, the packet is intercepted and processed by the services inserted by FreeNA, then it is passed to the underlying OS. At the receiver side, the services also intercept the packet from the OS and execute the opposite process; then they pass the result to the receiver application.
When inserting network services, FreeNA employs a notion of flow handler [5] . The flow hander takes one input data flow and several output data flows. Each network service corresponds to an instance of the flow handler. FreeNA combines the output flow of the upstream handler with the input flow of the downstream hander. Figure 2 shows the overall architecture of FreeNA. As you can see, FreeNA is mainly composed of the FreeNA client and the FreeNA server.
System Components
The FreeNA client provides an user-interface. Users execute the client to access the FreeNA server for inserting desired services into the target application. The current user-interface is a command-based interface like a GNU debugger (GDB) or DBMS client (supported commands are listed in the Appendix C). The FreeNA server executes invocation of the target application and inserts the specified network services based on a configuration file. In particular, an Interposer component invokes the application as a child process of the server and switches the destination of output data flow from socket layer to inserted network services with a Dyninst API.
The Configuration File
The configuration file must be prepared for each application to choose services and their parameters. The structure of the file is shown in Fig. 3 .
A service tag specifies a network service, its parameters, library name, and a local using rule. Multiple services can be inserted into the same application in the order of being written. A rule tag (local rule) is used to specify a packet flow type by a set of conditions, such as the transport protocol, port number, and communication type (client/server). The rule tags also appear inside of the using-rules tag. These rules (global rules) are applied to all services. The rules are written in descending priority order and users can use '*' to express all (protocols, port numbers and so on). Note that the local rules come before the global rules.
In the case shown in Fig. 3 , both firewall and SSL services are inserted when the application uses TCP, port 8080 as the server according to the global rules, and only the SSL service is inserted when the application uses TCP, port 8020 and 8021 according to the local rule. Services are not inserted at all in other cases.
The Network Service
FreeNA inserts network services as shared libraries into the application. The libraries provide "socket-like" functions such as send() and recv(), and they are carefully implemented so that they do not depend on other service libraries and the socket library. Therefore, FreeNA can concatenate various combinations of network services.
Implementation
This section describes the internal architecture of FreeNA.
First, the implementation of the FreeNA client/server is explained, then the mechanism of the service insertion and the implementation of the flow handler are explained.
FreeNA Client/Server
Since FreeNA aims to work on several platforms, most of it is implemented in Java. In Fig. 2 , the whole client and the left dotted square of the server are coded in Java, and the right dotted square is implemented as a library coded in C++, because the Interposer is platform-dependent. The library is accessed via Java Native Interface (JNI) by the Java-coded part.
Network Service Insertion
As we mentioned in previous section, network services are implemented as independent shared libraries based on the concept of the flow handler. So, all FreeNA has to do is to bind input/output data flows of service libraries, switch from the socket function calls invoked by the application to library function calls of the uppermost service library, and have the undermost service calling actual socket functions. We subsequently explain these key mechanisms.
Flow Handler Chain
To compose the flow handler chain, we define a service info C structure shown in Fig. 4 . Each network service library has one corresponding service info structure instance. The structure contains service parameters and Fig. 4 The service info structure definition. All member variables are set by a control library.
insertion rule information of the service. Moreover, it contains function pointers to functions of the downstream service library and the pointers are set by the outside of the service library. Therefore, one network service can use another service even though the service library itself does not know details of another library.
Eventually, FreeNA hierarchically inserts network service libraries between the application and the socket library. Figure 5 expresses the diagram of the hierarchy. As it can be seen in the figure, not only 
By comprising FreeNA with above hierarchical architecture, arbitrary service libraries can be inserted transparently into the socket function call flow between the application and the socket library. Furthermore, FreeNA realizes more flexible function call flows.
Service insertion rules mentioned in Sect. 4.2 are used to switch call flows. When the condition is satisfied, the control library calls the service library's function. Otherwise, the control library bypasses the underlying libraries and directly calls the actual socket functions. 
Socket Function Call Interposition
So far, we have explained the flow of function call through the control library, service libraries, and interface libraries. The remaining concern is that how to switch from the socket function calls invoked by the application to control library's function calls.
FreeNA leverages the runtime system-call interposition mechanism to hook socket functions. This method is suitable to realize FreeNA's mechanism than Proxy-based interposition and source code level interposition. Because, hooking of socket functions at the process image can ensure better performance and end-to-end transparency than Proxy-based interposition. Moreover, users do not need to have the source code of the application, know the internal structure of the application, nor consider the programming languages like source code level interposition.
In practice, we use the dyninst API [15] for interposition. The API provides a variety of methods for dynamically changing the runtime process image such that instrumenting/removing the CPU instructions into/from the image in an abstract manner. Figure 6 shows a schematic process image of the application with FreeNA. First, FreeNA launches the application and loads the control library into the process image, then a ctl init() and a ctl exit() function of the library are embedded into the main() function of the application before starting. The configuration information is also embedded as the arguments of ctl init(). Next, FreeNA switches the function call target from the socket library to the control library by rewriting the process image. Network service libraries and interface libraries are dynamically loaded by the control library at initialization time.
Here, since Interposer is dependent from core FreeNA server, it is possible to call another Interposer library which leverages other interposition mechanisms, such as library preloading and Detours [20] . This alternation is useful when users have platforms which Dyninst API cannot support. Instead, another mechanisms for initialization/finalization and passing configuration information are needed. Therefore, it is better to use Dyninst API for interposition whenever it supports the platform.
Implementation of Network Services
We Figure 7 shows condensed code of sending function of compression. As you can see, service send() function has same interface with normal send() function. Data passed from the upstream library is compressed and passed down to the downstream library using service info structure of this library.
Likewise, we next present code of SSL service library as a more complicated example. Since SSL is associated with socket layer, we define the SSL library as the lowermost library. Table 1 shows functions of SSL library and their purposes. service init() is used to initial- Fig. 7 Example of compression service library's functions. ize a SSL environment like loading certification file, setting random number, and determining encryption methods based on parameter information. service connect() and service accept() establish a SSL connection based on the already connected TCP socket. service send() encrypts data being sent and pass down to the socket layer. service recv() gets received data from the socket and decrypts data. service close() disconnects the SSL connection. Next, we show the condensed code example of SSL service library functions at Fig. 8 . Our SSL library internally leverages OpenSSL library † and associates the socket with SSL session object.
The Manageability of FreeNA
As discussed before, FreeNA consists of many components and leverages various software techniques such as systemcall interposition. Therefore, it seems that FreeNA's architecture raises the threshold of the system. In this section, we discuss the manageability of FreeNA components separately and compare with other systems.
As we mentioned at Sect. 5.1, FreeNA client is implemented as a fully independent Java program for user interface. Therefore, it can be managed as the same with normal Java programs. FreeNA server consists of Java-coded part and the independent shared library named Interposer. Java-coded part can also be managed like normal Java program. Since Interposer library just calls Dyninst API for interposition, it can be managed like a normal shared library.
Dyninst API has been developed and managed as a part of Paradyn project at Maryland University. In FreeNA system, only Interposer library of FreeNA server uses this API, and FreeNA users and network service developers do not need to know the existence of the API. Therefore, we can integrate the latest API into FreeNA system regardless of users and service developers.
Since network service libraries are implemented as independent shared libraries with our-defined interface, and they are dynamically and fully-transparently loaded into the process image, FreeNA users and service library developers do not need to be always the same. Therefore, FreeNA users can download service libraries from third parties, and manage them independently from FreeNA client/server.
There are many other systems which leverages tricky interposition techniques. FUSE [24] hooks file operation system calls to construct user-space filesystems. Although FUSE is integrated with recent Linux kernel and many distributors support it by default, the manageability of FreeNA is easy in that users can manage FreeNA in an unified way on many platforms, and all FreeNA's components run within user-space as independent modules.
Xen [25] is another system which use binary rewriting method. In contrast, FreeNA users do not need to manage patched version of applications, modification of existing systems, nor special CPU support.
Evaluation
In this section, we first compare the functionality of FreeNA to similar systems, then we evaluate the performance degradation of transparent service insertion with FreeNA.
Functionality Comparison
MetaSockets [2] , Interposition Agents [3] , DITOOLS [4] , TESLA [5] , and VTL [6] are also general-purposed frameworks for inserting extended functions into existing applications like FreeNA. Table 2 presents a summarization of the functionality of each system. Usability is evaluated on whether users can insert prepared service libraries without programming. Configurability denotes whether the system offers easilyconfigurable features. Selective insertion denotes whether the service insertion/removing can be enabled by some given conditions. † We customized OpenSSL library so that the library calls our prepared function instead of original socket functions to prevent recursive socket functions calling (See Appendix A). While other systems impose coding tasks to their users for network service insertion, FreeNA does not require programming to its users. To realize service insertion without programming, FreeNA offers fine configuration mechanism. Therefore, FreeNA is user-oriented system rather than developer-oriented system unlike other systems. Although DITOOLS offers the configuration file, configurable items are few and not user-oriented.
FreeNA has no restriction on the programming language used to implement the application because service functions are inserted at binary level. However, MetaSockets can only be used for Java applications. In general, systems that are based on source code level service insertion have similar limitations.
Since network services can be implemented as sharable components, several implementation types are considerable. With FreeNA and DITOOLS, network services are implemented as shared libraries. Therefore, network services can be directly loaded into application's process image. With Interposition Agents, TESLA, and VTL, services are implemented as executables.
Advanced network applications may have multiple communication flows. In this case, a mechanism that allows users to insert network services separately (selective insertion) is imperative. FreeNA enables the selective insertion by using the global/local rules in the configuration file. MetaSockets does not support such selective insertion. Instead, they enable runtime service insertion according to the network conditions such as packet loss rate. Other systems do not support selective insertion. Even though the mechanism can be implemented within service components themselves, it incurs more complexity in service components especially multiple services are inserted.
As we can see, FreeNA has more practical usages in that following reasons.
• FreeNA can be available on multi-platforms including Windows because of its design and the portability of Dyninst API.
• FreeNA can support many applications run on major platforms because FreeNA is available on multiple platforms, applications implemented with different lan- guages can be supported, and FreeNA does not require virtual environment.
• Users can insert the existing service component by writing the XML-formatted configuration file without any modification of existing systems.
• Users can specify services, parameters, and insertion rules within the configuration file.
• FreeNA can support multiple service components together because FreeNA leveraging the flow handler mechanism.
• Overhead of service insertion is quite small as shown later, because service functions can be directly accessed by the application code within the process image.
Overhead Evaluation
We conducted three types of experiments to evaluate the overhead of service insertion by FreeNA. Figure 9 and Table 3 shows the experimental network and each machine's specifications. In the experiments, overhead was evaluated on both the Linux and Windows operating systems. An application that directly calls the service functions is also evaluated for comparison purposes. The test applications were written in C++ and compiled by GNU g++/Visual Studio.NET using the best optimization option.
Transmission Overhead with Light-Weight Service
In the first experiment, the application on Machine1 sends 300,000 application-data with a Null service library, which sends data merely without any processing, and therefore the measurement directly represents the efficiency of the service insertion. Each application-data is 1024 bytes and the time is measured during all the data is transmitted to the receiver. Table 4 shows the time for transmissions on both Linux and Windows with various numbers of null service libraries. Although the transmission times are different for different OSs, the time for FreeNA and for an application calling the service directly are almost the same (performance degradation was less than 2% at the most). Therefore, the overhead of a service insertion by FreeNA is negligible.
Transmission Overhead with Heavy-Weight Service
This experiment was conducted under the same conditions as the previous one except that a Cryptography service library and a Compression service library were used. The compression library uses a Zlib library [23] and the cryptography library uses a Crypto++ library [26] , and a Sosemanuk stream cipher [27] was used in the experiment. We tested the cryptography services, compression services, and both the compression and cryptography services.
The measurement results are shown in Table 5 and indicate that FreeNA does not affect the performance of the target application when using practical service libraries (performance degradation was less than 1%).
Overhead with Practical Usage
The third experiment was conducted using a file transfer application like FTP that uses two connections. A control connection was used to request a file and a data connection was used to transfer the file itself. The cryptography and compression service libraries were used again, and the compression service was applied to the data connection and the cryptography service was applied to both the data and the control connections. We evaluated the throughput of the client application on Machine1 while the required file was transferring through the data connection using various application-data sizes. The size of the application-data was one of the important factors affecting the system throughput, because the number of packets is inversely proportional to their size. The number of packets should generally be reduced to curtail the overheads of the packet processing. Figure 10 shows the client's throughput on Linux and Fig. 11 shows the throughput on Windows. In Fig. 10 , the throughput rapidly increased as the application-data size increased, especially for Application-Normal. The throughputs for these three schemes were close when the size was larger than 2048 bytes. If the compression service was used, throughput was low even though the actual application-data size was reduced by the compression. However, the throughput of the other four graphs was almost the same. Next, on Windows, the throughput of the normal/cryptography clients was less than that of Linux. In addition, there are some substantial performance drop points. This phenomenon may be caused by Windows or a network driver's implementation style since the test program and service libraries are the same on both Windows and Linux, and the phenomenon was not observed on Linux platform. However, there was no significant differences between FreeNA method and application-direct method. From the experiment, we can say that there seems to be no significant influence of the service insertion by FreeNA for practical usage on both platforms. Therefore, users only have to consider the overhead of processing the service functions themselves.
Conclusion
In this paper, we presented a multi-platform framework called FreeNA, which allows users to insert network service functions into existing applications for instant service validation with real system environment. FreeNA is composed of a client, a server, configuration files, and service libraries, and is currently available on Linux/Windows platforms.
We evaluated the functionality of FreeNA and conducted several experiments. As a result, FreeNA was able to enable more usability, portability, configurability, and practicality than other systems, and the overhead of a service insertion using FreeNA was about 1-2% at a maximum on both platforms when compared to that of an applicationdirect method.
Followings are advantages of FreeNA compared with other similar systems.
• FreeNA can be available on multi-platforms • FreeNA can support many applications run on major platforms • Users can insert the existing service component by writing the configuration file • Users can specify services, parameters, and insertion rules • FreeNA can support multiple service components together • Overhead of service insertion is quite small
We are going to introduce more practical network services such as mobile service and extend FreeNA in order to dynamically insert or remove network services depending on network conditions. Each end of FreeNA may have to communicate with each other more dynamically. This approach is expected to enhance the overall performance of the system since the most suitable services and parameters can be selected based on network environments or conditions.
